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Outages are RARE, we need to look EVERYWHERE
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Where we CAN look

/2
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Active ActiveTCP DisconnectsDarknet Passive/CDN

Invisible – not 
responsive to active 
nor present in passive
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Blocks with insufficient 
signal are NOT 
TRACKABLE

Some blocks are 
unreliable.

CDN results [Richter 18] 
show these few blocks 
give many false events.
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Full Block Scanning 
(FBS) to provide 
coverage of unreliable 
blocks.

Quantify Improvement:
• 43% more (to 96% of what is 

possible)
• Penalty is slightly lower temporal 

precision for recovered blocks

96%5.7M

Lone Address Block 
Recovery (LABR) to 
improve coverage of 
unmeasurable blocks
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Goal:
• Broad coverage for active outage detection systems

● Like Trinocular
● 2 new algorithms

Requirements:
• Polite probers: limit probing to infer state
• Probe (in any order) all addresses before repeating

Quantify the results:
• Using 2 calendar quarters of real data

Our Approach
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● We stop early to minimize traffic

(blocks: really have
256 addresses, we show 6 here)

How probing politely can fail
Probing Rounds

space

truth

a.1

a.0

a.3

a.2

a.4

a.5

1          2          3

Reply

Non-reply

Block inferred UP

Block inferred DOWN
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● We stop early to minimize traffic

(blocks: really have
256 addresses, we show 6 here)

How probing politely can fail
Probing Rounds

space

truth

a.1
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Non-reply

Block inferred UP

Block inferred DOWN

● We are willing to probe multiple times
● In example, up to 2
● In Trinocular, up to 15

● We do probe multiple times, but 
sometimes not enough

       => False outage!
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All 256 
addresses 
have 
responded 
in the near 
past.

2017q4
IPv4 /24 block

71.2.70.0
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Round (TR): 
up to 15 
probes every 
11 min
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Trinocular

3 Trinocular 
states.

Unknown: 
failed to 
reach 
definitive 
believe

Trinocular 
Round (TR): 
up to 15 
probes every 
11 min
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Trinocular
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Trinocular

More active 
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Challenges to Broad Coverage: Sparse Blocks
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Trinocular

Trinocular is 
always right
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Fraction of responsive ever-active addresses (A)

Sparse Block ThresholdMost blocks 
with >10 
outages (80%) 
have A < 0.2

2017q4

Blocks with multiple down events are often 
sparse

Some blocks 
have many 
TRUE down 
events, like 
diurnal blocks
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sends up to 15 
probes per 
round.

We need more
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Trinocular

L
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et

Full Round

Trinocular 
sends up to 15 
probes per 
round.

We need more

• Intuition: gather more information

• When: sparse blocks

• How: accumulate TRs until 
guarantee Full Round (FR).

• Pseudo-random order of probed 
addrs. is fixed
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(blocks: really have
256 addresses, we show 6 here)

Full Block Scanning (FBS)

If block is sparse, keep probing until:
• Full round (FR), or
• Active host

Trinocular Round (TR)

(blocks: really have
256 addresses, we show 6 here)
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FBS

False 
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FBS

Unknown 
states 
corrected
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Trinocular



FBS fixes false outages

53

FBS
FBS 
untouched
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Trinocular



Challenges to Broad Coverage: Lone Address
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Non-replies are ambiguous:
• Packet loss
• Temporarily offline
• Firewall
• Empty address
• Outage

Outages are rare, much rarer than other options!

=> Block state inferred from a lone address is ambiguous
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Lone Address Block Recovery (LABR)
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Solution: 
• Accept up events. 
• Convert down to unknown

• when active address are less than 3 (last 3 FRs average)

Note:
• LABR is biased (cannot fail)

• We tag LABR-marked blocks and allow users to ignore them 
(if they prefer to)



Lone Address Block Recovery (LABR)

60



Lone Address Block Recovery (LABR)
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3 addrs. failing 
together: accept



Lone Address Block Recovery (LABR)
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Lone address 
failure: set to unkn
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Lone address 
failure: set to unkn



Lone Address Block Recovery (LABR)

64

Lone address 
failure: set to unkn



Lone Address Block Recovery (LABR)
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Lone address 
failure: set to unkn
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Block to block 
comparison for 
2017q4 
responsive 
Internet (4M 
blocks)

Comparing FBS with Trinocular 
(Down Fraction)
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Block to block 
comparison for 
2017q4 
responsive 
Internet (4M 
blocks) 29.5% blocks are 

fixed when 
processed with 
FBS

Comparing FBS with Trinocular 
(Down Fraction)
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Block to block 
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2017q4 
responsive 
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Block to block 
comparison for 
2017q4 
responsive 
Internet (4M 
blocks)

2.8M (70%) blocks 
(diagonal), FBS does not 
apply to most blocks

very few blocks 
(0.5%) are down 
more with FBS; 
Trinocular false 
UP.

29.5% blocks are 
fixed when 
processed with 
FBS

Comparing FBS with Trinocular 
(Down Fraction)



2017q2

* 1.6M blocks trackable in both systems.
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Comparing FBS with Passive Outages
(number of events)

* Thanks to Philipp Richter for comparison to proprietary CDN data

True down events

False down events

CDN showed most Trinocular 
blocks were correct,
● BUT a few blocks produced 

many incorrect events



2017q2

* 1.6M blocks trackable in both systems.
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Comparing FBS with Passive Outages
(number of events)

FBS fixes an 
even larger 
fraction of 
events

* Thanks to Philipp Richter for comparison to proprietary CDN data

CDN showed most Trinocular 
blocks were correct,
● BUT a few blocks produced 

many incorrect events

FBS fixes these incorrect 
events
● Trinocular + FBS nearly is 

always correct
● (75% more coverage with 

FBS, and 150% more with 
LABR)
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● Shortest detectable outage duration is a FR
● only sparse blocks (30% of total)

 
● FR duration depends on: 

● number of ever-active addresses
● how many are currently active

FBS Cost: 
Slightly Lower Temporal Precision
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Expected upper bound 
for a FR is 18 TRs
(256 addrs. / 15 probes)

FBS Cost: 
Slightly Lower Temporal Precision
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Expected upper bound 
for a FR is 18 TRs
(256 addrs. / 15 probes)

FBS Cost: 
Slightly Lower Temporal Precision

Most (53%) 
are fixed fast 
(1 TR)

Nearly all 
remaining
(some 45%) 
take up to 
2.75 hours 
(18 TRs)

A very few 
(0.5%) take 
longer
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Coverage Improvement
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Active ActiveTCP DisconnectsDarknet Passive/CDN
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Coverage Improvement

/2
4 

bl
oc

ks
FBS recovers all 
sparse blocks

LABR makes 96% of all 
responsive blocks 
trackable

96%5.7M



• We increase coverage:
– 96% of responsive internet is trackable.
– Up from 67% before.

• Minimal cost: slightly lower temporal  
precision
– FBS needed for only 30% of blocks
– Most of these fixed in 1 TR (11 minutes)
– Almost all fixed in 2.75h

• more info?  https://ant.isi.edu/datasets/outage/

79

Conclusions

FBS

Block 
Hosts

Trinocular

LABR

https://ant.isi.edu/
https://ant.isi.edu/
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